Ipunoxenne No2. Hadopmannonnag NamMATKa 15 o6yvaromuxes AJIsl pasMemenns na
opHIHANLHBIX I/IHTepHeT-pecypcax

BO3MOXHOCTEH, HHTepHeT Hecer ¥ 1pobieMbl. dta mamstka JOJDKHA IIOMOYE Tebe 6e3omacHo
HaXOIUTECS B ceTny.

KOMnbiomeprze 8UDYCHI

TONIOJIHEHHE K 3ToMYy, BHUDYCBI MOT'YT OBpenuts wmm TIONTHOCTBIO YHHYTOXHTE Bee daiiner u
AAQHHBIE, TOIKOHTPOILHbIE [I0JIb30BaTENIO, OT HMeHu KOTOporo 6ei1a 3amymena 3apakéHHas

MCTOlIBI 3allHUTEI OT BPEIOHOCHEIX nporpamm:
1.

Hcnons3yit copemennge OTEPalOHHbIE CHCTeMEL, HMEIOIuUe CephésHslit ypopens
SaIlATEL OT BPEMOHOCHEIX IpOrpamm;

2. TlocrosHo YCTaHaB/IMBai mayry (uudposrie SallIaTKH, KOTOpHIe ABTOMAaTHYECKY

TBOEM NEePCOHAIEHOM KOMHBEOTCPG;

4. Ucnong3yii aHTHBUDYCHBIE IIPOrPaMMHbIe IIPOXYKTHI U3BECTHRIX MIPOU3BOAHTENE!, ¢
ABTOMAaTHYECKHUM OOGHOBNIEHHEM Oas;

Orpannys husmryeckui AOCTYII K KOMIIBIOTEPY 1st TIOCTOPOHHHX JiIy;
6. Hcrnomszyit BHCIIHHE HOCHTE N MH(OPMaLMH, Takue kax $nemxa, nuck wm daitn 3

i

Haxe Te daiiner, KOTOpeIe mpucnan TRojf 3HaKoMem. Jlyume yroymy Y Hero
OTIIPAaBIISLT 11 OH Tebe px.

Cemu WI-FJ

Ha, 6ecrnarnpri HHTEPHET-10CTyn B Kade, orensx g a3ponoprax sBisercs OTJIMYHOR

BO3MOXHOCTBIO BEIXOJ1a B HHTEpHET. Ho MHOorye 9KCIIEPTHI CYHTAIOT, YyTO OGIIIGIIOCT}'IIHBIC Wi-
Fi cetn ne SABJISIIOTCS Oe3onacHbMY.

CoBeTsr o Ge3onacHocTy pabore B odwmenocTynapx cetax Wi-fi:




1. He nepemasait croo THYIHYI0 HHQOpMAITHIO 4epe3 obmenocrymusie Wi-Fj CeTH.
Paboras B Hux, XCJIATeIbHO HE BBOIUTE TIapONM ROCTyIa, JIOTMHBI M Kakue-to
HOMepa; ‘

2. Vcnoms3yit u 06H0Bsi; AHTHBUPYCHBIE IPOTrpPaMMEI H Oparnmayep. Tem camsng THI
obe3onacums ce6s or 3aKa4YKH BUpYca Ha TBOe YCTPOKCTBO;

3. Tlpu wucnomb3oBanmy Wi-Fi orkmoun bynxumo  «O6mmi AOCTYnl X daiinam u
IpuHTepam». JlanHas ¢ynkmous SaKphITa 10  YMONYaHWIO, OFHAKO HEKOTOpEIE
TIONIE30BaTENH AKTHBUPYIOT & 11 ynoGcTBa Henmonb30Banws B pabote uin yyebe;

4. He HCIIONB3YH myOnuunbmii WI-F] ATIS TIepeNavdl JTUYHBIX A@HHBIX, HapUMep s
BBIXOZIa B COLHANBHEBIE CeTH HlH B SNIEKTPOHHYIO 110YTY;

5. Hnons3syit Tompko SalIMIICHHOE COeNHHEHHE 4epes HTTPS, a ge HTTP, rte. npu
Habope BeG-anpeca BBOZH UMEHHO «https://»;

6. B Mobmimrom TeneQoHe  OTKIOUM yrKIHIO «Ilomxmouenue k Wi-Fi

aBTOMaTHyeckuy. He AONyCKai aBTOMaTHYECKOro IOAKITIOYCHHUS yCTpoticTBa K CEeTSIM
Wi-Fi 6e3 tBoero coriacus,

&
Coyuanvuvie cemy

OCHOBHBIC COBETEI 110 6630HaCHOCTI/I B COMaAILHBIX CEeTAX:

1. Orpanmas crmcox Apyser. YV Tebs B APY3bAX HE MOJKHO ObITH CIYy4YalHEIX u
HE3HaKOMBIX mmozieit;

2. 3ammmait cporo HacCTHYIO xu3Hb. He ykasnsaif Tapom, Tenedonkl, ampeca, ary

K OTHOMY MecTy, a He Bo Bce cpazsy.

Inexmponnvie denpeoy

OIeKTPOHHEIE fenpry — 9TO O04€Hb ymOOHEL CrocoG IuaTexel, ogaako CyLIeCTByIOT
MOIICHHUKH, KOTOPEIE XOTST IIOJIYYUTE 3TH feHbry,

SHCKTPOHHLIC ACHBI'H IIOSABHITHCE COBCEM HEIaBHO H AMEHHO u3

=34 3TOro Bo MHOTHX
rocynmapcraax A0 cux II0p He IIPOITHUCaHO IIPO HUX B 3aKoOHax,



OneKTpox
TIOIIy9EHHUIO 3JIEKTPOHHBIX COOOIEenHH, KOTOpEIe pacnpenensiorcs KOMITBIOTEPHOH ceTy,
O6bram0 SJICKTPOHHBIH  OYTOBE SWHUK  BBITVISOAT ClIenyrommM  o6pazom:

I/IMx_nonbsoBaTenﬂ@nMﬂ_ImMeHa. Taioxe  xpome fiepefiatn  mpocToro Tekcra, HMeeTcs
BOSMOXHOCTS ItepenaBath (aifs.

4. Beibepn CJIOXKHBIA 11apons. J{ig K&XIOro mo4roBoro simmxa AODKeH OBITH CBOlL
HaNeXKHbBIH, yCTONYHBELH K B3710My 1n1apois;

5. Ecnm ecrs BO3MOXHOCT HaImcarTs CaMOMy CBOH THYHLI BOTIpoC, Hemoms3yii sty
BO3MOXHOCTE;

a/lpecaraMy, KOTOpbiM Tg AOBEPHCIIL.  DTO  3eKTpoHHEL azpec He Hano
HCIIONB30BaTh py PeTHCTpanmy Ha hopymax u cairax;




Kubepbynnunz uny supmyanernoe usdesamenvcmeo

KubepGynmuer — IIpecieoBanue coobImennsmuy, comepxamumMu OCKOpOeH s,

arpeccuIo, samyrusanue; XYJIHTaHCTBO; ComHambHOe GoltkoTupoBanue ¢ TIOMOINBIO pa3nuygpx
HHTEPHET-CepBHCOB,

1. He 6pocaitcs 5 6ot Jlyummii crocog: TI0COBeTOBATBCS Kak cebs pecTy H, €CIIH Her
TO

Yupasnsit coeit Kn6eppenyTanHe171;

AHOHHMHOCTS B cery MHEAMad. CymecTByoT crmocoGs BBIACHHTB, KTO CToHT 32
aHOHHMHBIM aKKayHTOM;

4. He crour Becru XYTUTraHCKHH 06pa3 BUPTYaIbHOM SKU3HK, HUnrepner dukcupyer pce
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8. Ecmm T CBUICTENs  KuGepOyminura, Teou peiicTeug: BRICTYIIUTE  mpoTHg
TpecnenoBarens, mokasary, €My, YTO €ro peiicTeug OUCHUBAIOTCS HeraTusHo,
TONIepxKats  xepray, KOTOpO# Hy»xHa IICHXOIOruYeckas IOMOIB,  COOGIHTE
B3POCIBIM 0 pakTe arpeccupHoro TIOBEIIEHHS B ceTy,

Mobunorw menegon

CoBpemennmre CMapTGOHEl W ImraHmers CONCPXAaT B ceGe Bmome B3POCITBIIH
bynknmonan, g TCIePs OHH Moryr KOHKYpHpOBaTE co CTallHOHAPHBEIMK KOMIIBIOTepamy.,
Oxmaxo, cpencrs SaLIUTBI 171 110 106HbIX YCTPOHCTB moKa ouens majo, Tecruposanue u mopcx

YA3BAMOCTEH B Hux IIPOMCXOUT He Tak HHTEHCHBHO, KaK s IK, To xe camoe Kacaercs u
MOOHIIEHBIX IIPHIIOXEeHMI,

3alUINEHHOCTE.

IIaJIeKO HE Bce [Ipou3BoUTEIH BBITYCKarOT 06HOBJI€HPDI, BaKpLIBalOHIHe KPHTHYeCcKHe
YA3BHMOCTH U1 CBOMX YCTpoticTs.

OcHOBHEIe coers; s 6e3onackocTy MOOHIEHOTO Tenedona;

1. Huvero ge SIBJIeTCS To-HacTosmemy OecraTHb. Byne OCTOpOXeH, Benp Korza
Tebe npemnararor Oecrinarupri KOHTEHT, B Hem MOTYT OBITh CKpbITEI Kakue
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5. He 3arpy»ail IpHIOKEHUS OT HEU3BECTHOTO HCTOYHHUKA, BeJb OHH MOTYT COJEPKaTh
BPEIOHOCHOE IIPOrpaMMHOE 00ecTieueHHE;

6. Ilocne Toro xak THl BEIMAEIIS C caifTa, Ie BBOAWII JIMYHYIO HH(GOpMANHIo, 3aliny B
HacTpoiiku 6paysepa u ynanu cookies;

7. Ilepuonmmuecku npoBepsit Kakue IUTaTHBIEC YCIYTH aKTHBUPOBAaHBI HA TBOEM HOMEDE;

8. Mlamaii cBo#f HOMep MOOMIBHOIO TeleoHa TOJHKO JIIOAAM, KOTOPBIX THI 3HAEIb U
KOMY JIOBEpsICIb;

9. Bluetooth momkeH ObITH BBIKJIFOUEH, KOrja Thl MM HE Mosb3yembes. He 3abbiBait
MHOTIa IPOBEPSTH ITO.

Online uzpvi

CoBpeMeHHBIE OHJIAMH-UIPBI — O3TO KpAacOYHble, 3aXBATHIBAIOIIHE pa3BJICYECHHS,
0OBEIMHSIONME COTHU THICSY YENOBEK IO BCeMy MHPY. VIrpoKH HCCIEAyIOT JaHHEIA UM MUD,
obmaroTes Opyr ¢ JpyroM, BBITOJHSIOT 3a[aHus, CPaXKAIOTCs ¢ MOHCTPAMY U IONYYAaIOT OIIBIT.

3a YAOBOJIBCTBHE OHH IUIATAT. IOKYIIAXOT JHUCK, OIJIAYHMBAIOT abOHEMEHT WM npno6peTa10T
KaKHEC-TO OITIIHH.

Bce atm cpeactBa MAyT Ha moANep)KaHWE M pPa3sBHTHE HIPHL, a TAKXKE HA camy
0e30macHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPHM3Al[MHM, BBITYCKAIOTCS HOBHIE IATHH
(urbpoBsIe 3aTUIaTKH IS IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX Hrpax CTOHMT ONacaTbCsi HE CTOJNBKO CBOUX COICPHUKOB, CKOJIBKO KpaXku
TBOCTO ITAapOJisA, HA KOTOPOM OCHOBaHa CUCTEMa aBTOpH3allHHU OOJIBIIMHCTBA HIp.

OcHoBHBIE COBETHI 10 6€30MACHOCTH TBOETO UIPOBOTO AKKAYHTA:

1. Ecnu npyroit urpok BezieT ce6s IIOX0 WM CO3kaeT TeGe HeNpUATHOCTH, 3a610Kupyi
€r0 B CIHCKE HTPOKOB;

2. Tloxanyiics amMMHHMCTpaTOpaM WIPHl Ha I[UIOXO€ IOBEJCHHE OJTOrO HIPOKa,
XKeJIaTeIbHO [IPUIIOKHUTH KaKHe-TO I0Ka3aTeIbCTBA B BHIE CKPHHOB;

He yka3pIBait mH4Hy0 HHQOpMALHIO B ipodaiiiie urpsr;

YBaxail Qpyrux y4acTHHKOB IIO UIpE;

He yctanaBnuBaii HeoduuansHble naTyu 1 MOJEL,

HWcnone3yii cioKHBIEe H pasHEIe IApOIIH;

Jlaxke BO BpeMs HIDBI HE CTOHT OTK/IOYaTh AHTHBHMpYC. [Ioka THI Hrpaems, TBOM
KOMITBIOTEP MOTYT 3apa3UTh.

e 0 o

Dumiunz UnU Kpaxea I1UdHbIX OGHHLIX

OObr4HoM Kpaxel NeHer W NOKYMEHTOB CErOAHS yXe HHKOrO He yAMUBHINb, HO C

Pa3BUTHEM HHTEPHET-TEXHOJIOIHUM 3JIOYMBIIUICHHUKHA IIEPpEMECTHJIMCE B UHTCPHET, U
NPOJOJDKAIOT 3aHUMAThCS (JIFOOMMBIM) JACJIOM.

Tak nmosBunace HoBas yrpo3a: UHTCPHET-MOUICHHHUYECTBA HWJIH Q)HIHHHF, rJIaBHas1 LEJIb
KOTOpPOro COCTOMT B MOJIYYECHUU KOH(i)KIIeHHHaJIBHBIX JAHHBIX IOJIL30BATENIE — JIOTHHOB H

naponedi. Ha anrmuiickom s3eike phishing unraercs xax ummnr (ot fishing — pri6uasg noss,
password — mapons).

OcHOBHEIE COBETHI 10 GOPBGE ¢ HHIIHHTOM:

1. Cinenm 3a cBOMM aKkayHToM. Eciu TBI monospeBaemb, YTO TBOS aHKETa GnuIa

B3JIOMaHa, TO HEOOXOMMMO 3abJIOKHpOBaTe €e M COOGIIMTH aJIMUHHCTpaTOpam
pecypca 06 3TOM KaK MOXHO CKopee;




2. Hcnonssyit  GesomacHbie BeO-caliTh, B TOM 9UCJe, WHTEPHET-MAarasuHoOB W
IIOMCKOBBIX CHCTEM;

3. Hcnone3yit cnoxusie u pasuele naponu. Takum oGpasoM, ecnu Te6s B3JIOMaIOT, TO
3MIOYMBIIUIEHHUKH [IOTy4aT JOCTYI TOIBKO K OIHOMY TBOEMY MPOQHIIO B CETH, a He
KO BCEM;

4. Ecnu tebs B3nomamm, TO HEOOXOMMMO IPENYNPENHTs BCEX CBOMX 3HAKOMBIX,

KOTOpEIE I00aBIICHBI y Te6st B APY3bAX, O TOM, 9TO Te6s B3IOMATH H, BO3MOXHO, OT

TBOETO MMEHM OYZIET pacChUIATHLCS CIAM ¥ CCBUIKH Ha unmHroBEIE CaifThI;

YcranoBH HaneKHEIH Tapos (PIN) Ha MOGHIBHBIH Tenedow;

OTkimoun coxpanenue napoiia B 6paysepe;

7. He orkpbiBait daitner u APYTHE BIIOKCHUS B MHCEMaX AAKE €CIIH OHM NPHLLIHA OT
TBOMX Jpy3eH. JIydine yTo4Hy y HEX, OTIPABIAMH T OHU TeGe 9TH daiieL.
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Hugposas penymayus

[ludposas penyrauus - sro merarmpras wmm II03UTHBHAS MHPOpPMAIKS B CETH O Tebe.,
Komnpomernpyromas ungpopmamms Pa3MCIICHHAs B MHTEPHETE MOXET CEpPhE3HBIM obpazom
OTPasHTLCA Ha TBOSH peanbHOM xu3nu. «ludposas PENyTalls» - 5TO TBOH MMHIK, KOTOPBIH
dopmupyercs u3 HEbOPMaIHH 0 TeGe B HHTEpHETE.

TBoe mecto xuTenscrsa, y4eObl, TBOe pHUHAHCOBOE TIOJIOXCHHUE, OCODEHHOCTH XapakTepa
H pacCKaskl O OJIM3KUX — BCE 3TO HAKAILIMBACTCS B CETH.

MHorre noxpocTky JerkoMbIcneREO oTHOCHTCS K IyONMKauuy THYHON HE(OpMAIHE B
WHTepreTe, He MOHMMAs BO3MOKHEIX mocnencTeuid. Thl naxke He CMOMKEIIb OTafaThes o TOM,
4T0 doTorpadus, pasmermennas 5 et Hasaj, cTana NIPUIUHOM 0TKa3a NPHHSTE Te6s Ha pabory.

Kommenrapun, pasmemenne TBOmMx dororpaduit m npyrme mefictBus MOI'yT He
MCHESHYTE JiX€ TOCHe TOTO, KaK Thl MX yramumb. Thl He 3HAaellb, KTO COXPaHMI 3Ty
MH(OPMAIMIO, 1OTIAlIa JIH OHA B [IOHCKOBEIE CHCTCMBI H COXPaHWJIACh JIH OH4, a TNIABHOE: 4TO
[oAyMaroT 0 Tebe OKpyKaromee Jonu, KOTOpBIC HAWAYT U yBHAAT 3T0. Haiitu HHOOPMAIHIO

MHOT'O JIET CIIyCTS CMOXET JII0GOH — Kak u3 HOOpBIX MOGYXAEHUH, Tak u ¢ HaMepeHHeM
IPHIHHATS BPesl. 3TO MOXET GBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3armuTe uudpoBo# penyTarnmu:

1. Tlomymaii, npexzae yem uto-To nyOIMKOBaTh U IepesaBaTh y cebs B Giore WK B
COLMATBHOH CeTH;

2. B Hactpoitkax IPOGUIIA YCTAHOBH OTpaHAYEHHS Ha IIPOCMOTP TBOEro MpOQHIIS U ero
COACPIKUMOTO, CNIeNaii ero TOJIBKO «IUI Apy3eiiy;

3. He pasmemaii u ne yKa3biBail HH(pOpMaruro, KOTOpast MOXET KOro-mbo ocKopOsTs
WK O0MIKaTh.

Aemopckoe npaso

CoBpeMeHHbIE  IIKOIBHEKHE— AKTHBHBIC TOJIB30BATENH LHUPPOBOro IPOCTPAHCTBA.
Omnako naneko me Bce SHAKOT, YTO IO/Ib30BAHHE MHOTHMY BO3MOIKHOCTSIMEH 1uppoBoro mupa
TpebyeT cobmoneHus [IpaB Ha HHTEIUICKTYaIbHYIO COGCTBEHHOCT.

TepMHH ((PIHTCJUICKTya.TIBHaﬂ COGCTBCHHOCTB» OTHOCHTCA X PasIMYHEBIM TBOPCHHUAM
YEIIOBCYECKOTr0 YMa, HaYMHAas C HOBBIX H306peTeHHﬁ H 3HaKoB, 0603Haqa}omnx COGCTBCHHOCTI)

Ha TIPOAYKTBI H yCIYIM , M 3aKaHUWBAs KHHUTaMH, (poTtorpadusmu, KUHOQUIBMaMH §
MY3BIKJIBHBIMY TIPOH3BENCHUSIMHE.



ABTOpCKHE IpaBa — 9T0 npasa Ha HHTEJUICKTYaNbHYI0 COGCTBEHHOCTD Ha IPOU3BENCHUS
HayKH, TUTePaTyphl H HCKYCCTBA. ABTOPCKHE Ipasa BLICTYNAIOT B KaY€CTBE FAPaHTHH TOTO, 4TO
MHTCIUICKTYaNbHBIA/ TBOPYECKHH TPyN aBTOpa He Oyzer HampacHbIM, macT emy CIPaBEUIHBEIC
BO3MOXHOCTH 3apa00TaTh Ha Pe3yIbTATaX CBOETO TpyZa, MOIYYHTh U3BECTHOCTH M NPH3HAHHE.
Huxkro 6e3 paspemenus dBTOpa HE MOXET BOCIIPOM3BOJUTH E€I0 IPOU3BE/ICHHE, PacpoCTpaHsaTh,
IyOIMYHO JEMOHCTPHpPOBATS, IpoTiaBaTh, MMIOPTHPOBATH, ITyCKAaTh B IIPOKAT, IIyOiaHO
HCIIOJIHAT, IOKa3BIBATH/UCTIOIHATE B Sbupe wiu pasmemars B MHTEepHETE.

HCHOHLSOB&HHC «IITHPATCKOIO» IIPOrPaMMHOT0 00€eCIIeYeHUS MOJXET IIPHUBECTU K MHOT'UM
PHCKaM: oOT IIOTEPU HAHHBIX K TBOHUM aKKayHTaM o 6JIOKHpOBKH TBOEro YCTPOﬁCTBa, rae
YCTaHOBJIEHHBI HeE JerajanbHas IporpamMma. He crout TakKxe 336LIB3.TB, 4qTo CyLIECTBYyET
JierabHele 1 OecruiaTHLIe IpOrpaMmei, KOTOpBIE MOYXHO HAaHTH B CETH.

O nopmane

UU(POBBIM rpakaHrHOM !




